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2 DIGIOP DIGIOP® Elements

Intelligence Inspired Configuration Quick Start Guide

DIGIOP® Control enables centralized configuration of systems, devices, users, and permissions. It is a web-based administration portal that
allows you to manage your video and data from anywhere.

DIGIOP® Connect is the client software for your DIGIOP® server, which displays video and data on a single user interface . DIGIOP® Connect can
also provide remote access to the DIGIOP® server when installed on a client station.

For additional information about installing and using the DIGIOP® software, refer to the DIGIOP® Elements Full User Manual.

1 Installation

NOTE If you purchased a factory configured DIGIOP® system, DIGIOP® Server and DIGIOP® Connect were preinstalled.

Before installing the DIGIOP® software, ensure that your server hardware and any remote PCs for DIGIOP® Connect meet the following
requirements.

Recommended Specifications: Minimum Specifications:

- (PU: Intel® Core™i7 or equivalent processor - (PU: Intel® Core™ i3 or equivalent processor

- RAM:8GB - RAM:4GB

- HDD: 250GB, 7200 RPM (add additional HDDs for video - HDD: 250GB 7200 RPM (add additional HDDs for video
storage space) storage space)

—  Video Card: 256MB (or better) —  Video Card: 256MB (or better)

- 0S: Microsoft® Windows® 10 Professional (with 64-bit OS) 0S: Microsoft® Windows 7 (with 64-bit OS) /8/8.1/ 10,

Server 2012, Server 2016.

DIGIOP® is capable of operating on systems with lower specifications, but this is highly dependent upon number of cameras, camera
resolution, and recorded frame rates. Contact us to determine the optimal specifications for your project.

There are two DIGIOP® Server installer file versions:

- DigiopServer_Web.exe (Web Installer, recommended)

- DigiopServer_Full.exe (Full Installer, a larger installer that includes all of the prerequisites):
There are two DIGIOP® Connect installer file versions:

- DIGIOP_Connect_x64InstallerFull.exe (for a 64-bit OS, recommended)

- DIGIOP_Connect_x86InstallerFull.exe (for a 32-bit OS legacy system)

If you purchased the DIGIOP® Software Only product, the installers and licenses should have been sent to you. If not, please contact your sales
representative.

Toinstall the DIGIOP® software:
1. Locate the appropriate installation files for your system and then copy it to your server hardware.

2. Install DIGIOP® Server as you would install most Windows applications. During the installation process, DIGIOP® will install essential
software components, such as Microsoft® SQL Server if needed.

3. Install DIGIOP® Connect as you would install most Windows applications. During the installation process, DIGIOP® will install essential
software components, such as Microsoft® NET Framework if needed.

After installing and configuring the DIGIOP® Server and DIGIOP® Connect software on the DIGIOP® Server, proceed to install DIGIOP® Connect
on any additional client stations.

1
WWW.digiO p.com DIGIOP® Elements Configuration Quick Start Guide 2-25-19



Notes Windows8/8.1/10: Anintemet connection is needed during the initial installation of DIGIOP Server to access Windows Updates and install .NET Framework 3.5.
Server 2012/2016: Before installing DIGIOP Server, you must first go to the Add a Role or Feature Wizard and add .NET Framework 3.5 and Desktop Experience. An internet
connection is needed during this step to access Windows Updates and install NET Framework 3.5. You can then start the DIGIOP Server Installer.

Kiosk Mode: The DIGIOP® Connect installer will have an option to enable Kiosk mode. To installin Kiosk mode, check the select box, and then click Install. Kiosk mode s ideal for
remote dients at security stations. In this mode, the application opens automatically in full-screen view mode after a Windows user logs into the system. DIGIOP® users who login to
Connect without the administrator permission can logout of DIGIOP® Connect, but cannot dlose the application or access the Windows desktop. Users with administrator permission
can logout and close the application, and then access the Windows desktap.

Most installations will NOT use Kiosk mode (defauft).

2 Initial system startup

After installing the server software, the DIGIOP® System Setup Tool will open a window requesting how the system is to be managed:

NOTE If you purchased a factory configured DIGIOP® system, the DIGIOP® System Setup Tool may have already been configured.

«  Hosted - Using a DIGIOP® Elements Account: The system will be o e fom ) = |
hOSted by DIGIOP ELEMENTSTM (|ntemet access |S requil’ed ) How will this system be conﬁgured?
You must request a DIGIOP ELEMENTS™ customer name and .
‘@% Hosted - Using a DIGIOP Elements
account before proceeding with system startup. Contact your Acsaray
SaleS I’epresentative fOr more information. Select this option if the system will be managed using DIGIOP's hosted management

portal and subscription service. You will nesd your Customer Name and internet
connactivity.

- ldeal for multi-site installations.

- Centralized configuration of all systems, devices, users and @ Stand-Alone
. . Select this option if this system will be managed in Stand-Alone mode and has pre-
permissions. purchased icenses

- System configuration data is saved in the cloud allowing for easy
system recovery in the event of a hardware failure.

«  Stand-Alone: The system will be hosted on your hardware.
—  All system configuration data is saved on the DIGIOP server.

Warning - If you are unsure, please contact DIGIOP Technical Support at 800.968.3606 to
confirm before continuing.

Click one of the management options to continue.

For additional instructions on how to complete the system setup, including adding licences, refer to the DIGIOP® Elements Full User Manual.

3 Log into DIGIOP® Control

The DIGIOP® Control web administration tool is accessed using an Internet browser (Microsoft® Internet Explorer®, Mozilla® Firefox®, or Google®
Chrome™). How you log into DIGIOP Control depends on whether the system is hosted locally or by DIGIOP ELEMENTS™.

For systems hosted by DIGIOP ELEMENTS™: e J
’ ’ =+ DiGIoP Control

«  Open an internet browser on a computer that has Internet access.
Go to the URL: https://elements.digiop.com

«  Enter the Username, Password and Customer names assigned to you
by DIGIOP, and then click Login.
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For Stand-Alone systems:
«  Onthe server: Open an Internet browser on the server. Go to the URL: localhost/Digiop

«  From a client station: Open an Internet browser on a computer that can connect to the serveracross a LAN and go to the
URL: <ip address of DIGIOPServer>/digiop. Example: 192.168.5.43/digiop

«  Enter your Username and Password (if this a first time login, use the default Username and Password: admin and admin). In
the Customer field, enter digiop.

«  Click Login.

DIGIOP® Control

Edit (change Delete Permissions Info (displays software version, Manage Versions (update
object options)  (deletes objects) (set an object’s permissions)  status, license capabilities) DIGIOP ELEMENTS™ hosted servers)

New Button - A — — Log Off
(to add objects * : 4 == @ @ 4 (exgi’t)
to the tree) New Edit  Delete Permissions Info  Manage Versions
Cusﬁ;:é observint Accoqnt
- ™ Systems (modify
Video Server ¥ AUS-DH16-HVAT Account
.Camera 10 settings)
.Camera 11
Analog and .Camera 15
IP Cameras -Camera 9
added to the

Video Server
N3011 Front Lobby
N3011 Lobby

N9012
Data Server B AUS-DH16-HVAT
gital Input Active
. Digital Input Changed
Data Objects State
Tree 2. Digital Input Inactive

2 Exception Transactions
8 My Register Emulator
8 My Register Emulator

= Record Video On
Refresh Button Pirtial Tnewit - Ruilt T

(to update refresh
object tree)

4 Change default admin password

For added security, it is strongly recommended that the default admin
username password be changed during the initial system setup:

Name: admin
Email

+  Login to DIGIOP Control as the admin user. T

Confirm Password

«  Click the Account icon at the top right of the window to oo
open the User menu. R ——

(leave the password fields blank if you do not want to change them)

« Inthe User menu, enter a new password in the Password

and Confirm Password fields, then click Save.

NOTE Lost passwords cannot be recovered. If you change the
admin password, copy it to a secure location.
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5 Add IP auto-discovered

+ B4yRSYQ1
cameras to Control Bl 1400 A Cavena
+ ™ Groups
+ ™ Tours o o
. . = Profi elow is the list of IP Cameras that the 4VR5Y: e i red of WO
IP cameras may be auto-discovered (setting enabled by default). e oty and Role YoU Can selectan e ffom the 1t t add 1 1. he vl serers o o0 e s akcther 17

Camera that wasn overed.
Discovered IP Cameras that have already been added are at the bottom of the list.

«  Double click the Systems branch in the left pane, then
click the Video Servericon ( E )to select it.

Add a new IP Camera not in this list: new

Discovered Cameras:

Channel
Number

select

«  Click the New button at the top of the window. S
192.1685.13 Black poe 9013230455
. . 510 L)

« Inthe Add a camera menu, click the select link for the

E!C'E’-D'DS—DEHA-
camera you want to add. a0

192.168.5.38 LG  LW130W select

192.168.5.12035  Ngo72 A0S SA00SE:

select
« Inthe Camera menu, change the settings if necessary,

then click Save.

To make the video server rediscover existing cameras on the network: refresh this list

«  Repeat this procedure for other auto-discovered cameras.

6 Add IP cameras manually new (camera) link

+ B4yRSYQ1
IP cameras may be added manually to Control.

«  Double click the Systems branch in the left pane, then

. . . . o 4 Below is the list of IP Cameras that the 4VR5YQ1 sep/r discovered on the network.
click the Video Server icon ( E )to select it. You can select an item from the list to add It o thyZAideo server, or you can add another IP
Camera that wasn't discovered ) i

. CIle the NeW button at the tOp Of the WindOW. Discovered IP Cameras‘that ha;re already bes led are at the bottom of the list.

Add a new IP Camera not in this list: new ’

« Inthe Add a camera menu, click the new link to add a Discovered Cameras:
camera that is not in the list. D o] iMiodel MAC Address Number

. Inthe Name field, enter a name for the camera.

- Inthe Brand field, open the drop-down list and select
the brand of the camera you are adding. If the camera
is ONVIF compatible, you can select ONVIF (most new
cameras). See the example to the right. S =

Confirm Password 8

- IntheIP Address field, enter the address for the camera.

Additional camera configuration items will be available after the AUS-DH16-HV4T video server has

«  Enter the Video Port and Port the camera is using. Refer S EPD EE S T
to the camera documentation for the correct settings.

Associated

- Inthe Username, Password and Confirm Password fields, memEIE
enter the administrator username and password for the
camera you are adding.

- Click Save to add the camera to Control.
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7 Add analog cameras to Control .
(Hybrid systems)

- B4VR5YQ1
Analog cameras are auto-discovered and assigned to the video o
channel they are physically connected to. | Profles

+ ™ Users and Role!

EWN camera 1

LEslleel votion & Event

«  Double click the Systems branch in the left pane, Use Aucio

then double click the video server icon to expand it. feshion

By default, analog cameras are named .Camera 1 (for
channel 1), .Camera 2 (for channel 2), etc.

(]

«  Select the camera you want to edit, then click the Edit o
button.

« Inthe Camera menu, change the settings if necessary,
then click Save.

Configure the $960-1 capture board

«  Repeat this procedure for other auto-discovered analog Confiqure Motion Settinas

cameras.

8 Configure the capture board

Video Standard NTSC =

(HYbrid S)’StemS) Codec MpEG4 .

Current Camera
Settings Input Number Name Frames Per Second (FPS)

Some analog camera settings are set at the camera level, as in 5 F——
the previous step. The capture boards will also have additional .
settings that can be changed at the capture board level. The
window at the right shows the menu for the S960 capture board,
which is similar to capture boards in other DIGIOP® system:s.

.Camera 1 30

«  Double click the Systems branch in the left pane, then
double click the Video Server “+" sign to expand it.

«  Click any analog camera listed under the video server icon to select it, then click the Edit button.
« Inthe Camera menu, click Configure the <type> capture board.

«  Change the capture board settings if necessary, then click Save.
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9 Add a data stream to Control

+ B QuickMart
Data streams are added to the Data server. DIGIOP® Control includes : ZQuidd"'ﬂ'f
. . + ™ Groups
presets for common data streams, as well as a Universal Data Driver e A Mo Dot Drivar
to add custom data templates. To add a data stream: e il
. . + . d Rol _
- Double click the Systems branch in the left pane, then Users and RO ping of Sale

click the Data Server icon (E )to select it. APG Cash Drawer

+ Gilbarco

«  Click the New button at the top of the window. Microsoft RMS
NCR Cash Register
+ Inthe Create Item menu, click the preferred New . Ectmwgm
Stream. The options screen for the data stream selected « Retalix
. . - i i
will open. In the example used here, the Radiant Cash b
Register option was selected. Video Analytics
« Inthe edit menu for the Radiant register, set the options « Black Analytics

. » DigiopNCB
as needed, then click Save.
Access Control

« Infinias Intelli M
NOTE Some data streams may require additional licensing.
For additional information about data streams,
including data stream types and options, and setting
up Rules, refer to the DIGIOP® Elements Full User Manual.

General

Line ture
Multiline Capture

System Health
Universal

Name oy pagionc |
Connection Type

1 0 Create a Group

- ™= Systems
. . + B4yRSYQ1
A group is a collection of cameras and/or data streams that can be - BavRsYQL

® Camera 1

displayed in a single window within DIGIOP® Connect.To create a © Comera 2 O roup 2x2

Streams

. Click the G rou p Object |n the tree to Select |t_ BT - dlrag streams from the tree on the left into the layout below to buid your group

«  Click the New button at the top of the window.

+ ™ Users and Roles

.Camera 1 .Camera 2

« Inthe Group menu:
- Edit the Name field to identify your group.

- Click the down arrow in the Layout field and select the
viewing frame layout for your group. In the example
to the right, a 2x2 frame layout was selected. PR .08 L3

- Drag a data or video stream created in the Data Server
orVideo Server branches to a frame in the layout.
Repeat to add other cameras or data streams.

. Click Save.
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1 1 Create a Tour

= Systems

. . + BaVR5YQ1

Atour is a collection of cameras, data streams, and/or groups that play - F4vRSYQ1
. . . L. ® Camera 1
sequentially and indefinitely within DIGIOP® Connect. You can set the © Camera 2
dwell time from 1 second to 5 minutes for each item in the tour. To oos 02 5 Name
Create a tOurZ im Gr‘;'uléf;JB,IA s from the tree on the left to buid your tour
™ Tours —
+  Clickthe Tour object in the tree to select it. = Profiles {Emen

+ ™ Users and Roles .Camera 2

«  Click the New button at the top of the window.

- IntheTour menu:

- Edit the Name field to identify the tour.

- Drag cameras, data streams or groups to the box in the
Tour menu. Repeat to add other items.
- Use the up and down arrows to change the order of the items in the tour.

- For each item added, click the drop down arrow to select the dwell time for the item.

«  Click Save.

1 2 Roles and Permissions

+ ™ Systems
ARole is a named set of system permissions assigned to users that iy
allow them to perform a specific job function. By default, DIGIOP® O
Control contains the Administrator role, which includes all * = Administrators
configurable permissions. Additional Roles, each with any
combination of permissions, can be created for each type of system What type of item would you like to create?
user. Refer to the DIGIOP® Elements Full User Manual for more

information. To create a role: - ANew Role

+ A New User
«  Clickthe Users and Role object in the left pane to select
it.

Name

«  Clickthe New button at the top of the window.

Description

+ Inthe Create Iltemn menu, click A New Role.

- Inthe Role menu, enter a Name for the role. You can also enter

T . Users in Role i
a description if needed. Ee el

«  (lick Save to create the role.

«  Clickthe Customer Name in the left frame at the top of the tree.
E Global Permissions

In the examples shown here, the Customer Name is Digiop. e
| Role _|System|Users| policy| Group Profile|_Disable_|
«  Click the Permissions icon at the top of the window. Mminstratrs| 8 |8 |8 | 8 | ® |
[ manger [ w [m[m | w [ m |
+  Forthe Manager role, click the check boxes to select permissions .
to assign to the role. [ [ T T [ Pz [ Expot |Notifications| System |
[ Role | Eﬂﬂg
. . .. Admin'\strators - -
+  You have the option to check Overwrite permissions for ALL [ g (8| @ [m | ® | & |6 &« | = | = |

child elements with the current permission settings. This will
copy these newly assigned permissions to everything under the
DIGIOP customer tree (Systems, Cameras, Data Streams, etc.).

«  Click Save.

W overwrite permissions for ALL child elements with the current permission settings
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1 3 Create a User

+ ™ Gystems
N N . . +-. G ]
A user represents a login credential with a specific role (set of o
icch . ™ Profiles
permissions). To create a User: | = Users and Roles
. . . . + ™ Administrators
Click the Users and Role object in the tree to select it.
Click the New button at the top of the window. What type of item would you like to create?
In the Create Item menu, click A New User.
« A New Role
In the User menu, enter a Name, Password and Confirm * A New User
Password. Optionally, you can also enter an Email address, a
Password Question, Password Answer, and Comment for the Name R
user.
password [PYPYPPYS
Select the Role for this user. In the example to the right, Monitor ] <>«
Password Question
TECh was SeIeCted' Password Answer [EE
C”Ck SaVe, ‘Comment

1 4 View video and data fromthe  [=

To view video and data from your server, use DIGIOP® Connect. Refer
to the DIGIOP® Connect Quick Start Guide and DIGIOP® Elements Full
User Manual for more information.

o rrot want to change them)

Server
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